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Introduction

Background

The Medical Sciences Division IT Services (MSD IT) implements a security policy to
protect the IT infrastructure of the University's Medical Sciences Division from unauthorised use
and intrusion. As part of the security measures, MSD IT operates network filters, which block
access to the MSD IT network on certain ports.

Those wishing to access their office (or lab) computer can do so via “Windows Remote Desktop’,
having first established a connection to MSD IT’s Virtual Private Network (VPN) service.

Connections covered in this document.

(a) Local (Home) Windows PC to Remote (Work Desktop) Windows
(b) Local (Home) Macintosh PC to Remote (Work Desktop) Windows
(c) Local (Home) Ubuntu Linux PC to Remote (Work Desktop) Windows

Brief overview of the procedure

The procedure to connect to your Work Desktop PC from your Home PC requires two steps;
they are, after connecting your Home PC to your own internet connection:

1. Make a Virtual Private Network (VPN) to the MSD IT Services VPN service.

2. Make a Remote Desktop Protocol (RDP) connection to your Work Desktop PC.

Before you begin - Requirements for all 3 types of connections mentioned
above

These requirements are needed BEFORE you attempt to access your Work Desktop PC
from your Home machine. You will need:
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e An MSD IT network account (aka ‘Novell login account”)

e A Virtual Private Network client for your local (Home) operating system (recommended
client software):

- Windows PCs: The University of Oxford’s IT Services Virtual Private Network
(Cisco AnyConnect VPN) client.

- Macintosh PCs: The Apple OS X native VPN client

- Ubuntu PCs: Either the University of Oxford’s IT Services Virtual Private
Network (Cisco AnyConnect VPN) client, or the native VPN client.

e You will also need to know the IP address of your Work PC; if you don’t know this,
contact MSD IT Services

Please Note: The following step MUST be completed on your Work PC
BEFORE you attempt to connect to it from your Home PC.

1. Enabling Remote Desktop Connection on
your Work PC

e Windows 7 or 8 go to Start > Control Panel
Windows 10, right click on Start, & select Control Panel

If the Control Panel looks something like this:

- - o | S
K&\ ¥/ + Control Pane| » = | 45 ||| Senrcs trod Pane B
File Edt View Took Heip
Adjust your computer's settings

- User Accounts and Family Eafer_'-,-

J  Hardware and Sound
ﬂ' Vigw dhevices and printers

= Programs

Clock, Language, and Region

Lhange keyiboards or other input methods

Ov s
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...then from the pull-down menu near the top right where it says ‘View by: Category’ select
either ‘Large icons’ or ‘Small icons’:

L = - TEE_E ] .
| | )
%ﬂﬁ + Control Panel » L] | ‘r'l Search Contiol Pane! -
- File Edit VYiew Tools Help
Adjust your computer's settings Viewby: . Cotegory =
© | Category
System and Security User Accounts and Family Sa Large icons 0
Frview your computer's status '& Add or remove user sccounts Snalli
Back up your cormputer ﬁ Set up parental controds for any wse]. ==

Find and fix problems spaay
Appearance and Personalization f

_ Network and Internet H Change the there
ﬁ' View network status and basks Change desktcp background
“=%. Choose homegroup and sharing options Adjust sereen resohution
1 Ha’zwa'm a':rd Sound Clock, Language, and Region
¥ heTs ¢
i AI::.& :::: NI - Change keyboards or ather input methods

B g Ease of Access
h rograms Let Windows suggest seftangs
Uninstall s program Optimize visual display

...so it looks something like this:
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Adjust your computer's settings

P Action Center

@ Backup and Restore

#Y Date and Time

24 Device Manager

B pivx Control Panel (32-bit)
Folder Options

Q@ HomeGroup

] Administrative Tools
K1l Color Management
@ Default Programs
@ Devices and Printers
@ Ease of Access Center
s Fonts

E..“Zy Indexing Options

View by:

[7g AutoPlay
Credential Manager
[ Desktop Gadgets
) Dicplay

Flash Player (32-bit)
=i Getting Started

\3‘__] Internet Options

@J Java (32-bit} &2 Keyboard [ Location and Other Sensors
.;E Mail (32-bit) 7 Mouse "g Mero BurnRights (32-bit)

"ﬁ: Metwork and Sharing Center
PC Wizard System Analyzer (32-bit)
[Z Phone and Modem
’ Quest viWorkspace EOP Audio
& Quest viWorkspace Virtual USB Hub ...

Notification Area Icons
M Performance Information and Tools

3 Power Options

E_' Quest viWorkspace EOP Print Client (...

@ QuickTime (32-bit)

# Parental Controls
l_d' Personalization

Prograrns and Features

Small rcons =

@ Quest viWorkspace EOP Text Echo Cli...

B Realtek HD Audio Manager

& Recovery ;9 Region and Language @ RemoteApp and Desktop Connections
ij Sound @ Speech Recognition @ Sync Center
1£2 System J_ Taskbar and Start Menu [1# Troubleshooting

#2, User Accounts
ﬂ Windows Firewall

a Windows CardSpace
Ej Windows Update

Click on the ‘System’ icon, then ‘Remote settings’:

& Windows Defender

=& ]

@Q-L‘i‘ » Control Panel » All Control Panel Items » System

- | 3 | | Search Cantrol Panel »p

File Edit View Tools Help

Control Panel Home

Viiew basic information about your computer

@A

¥ Device Manager Windows edition

1# Remote settings
1 System protection

Windows 7 Professional

Copyright & 2009 Microsoft Corporation. All ights reserved.

By Advanced system settings Service Pack 1
System
Rating: B2%] Windows Experience Index
Processon AMD Phenomitm] 9650 Quad-Core Processor 230 GHz B
Installed memory (RAM): 8,00 GB

System type:

Pen and Touch:

64-bit Operating System
No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: imspcd? ) Change settings
Full computer name: imspcd?
Computer description:
Werkgroup: WORKGROUP
Action Centes Windows activation

Windows is activated
Product ID; 00371-868-0000007-85034

Windows Update
Performance Information and Change product key
Toals

Learn more online.. +

¢ In the System Properties box click on the Remote tab and select the option to ‘Allow
connections only from computers running Remote Desktop with Network Level
Authentication (more secure)’:
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Windows 7 or &:

System Properties e "

| Computer Name.l Hardware | Advanced | System Protection | Remote

Remaote Assistance

[7] Allow Remote Assistance connections to this computer

What happens when | enable Remate Assistance?

Advanoed,

Remate Desktop

Click an option, and then specify who can connect, f needed.
i) Dont allow connections to this computer

(™) Mlow connections from computers running ary version of
Remate Desktop (ess secure)

@ Allow connections only from computers unning Remaote
Deshtop with Metwor: Level Authentication {more secure)

Helo me chooze Select Users...

ok ) [ Caos ] [y
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System Properties H

Computer Name  Hardware Advanced = System Protection Remote

Windows 10:

Remote Assistance

[JiAllow Bemate Assistance connections to this computer:

-
i

What happens when | enable Femote Assistance

Remote Desktop

Choose an option, then specify who can connect.
() Don't allow remote connections to this computer

(@) Allow remate connections to this computer

Onby allow connections from computers unning Remote
Desltop with Metworc Level Authentication (recommended)

Help me choosze Select Uzers..

Concal | | s

e Then click OK until you get back to your desktop. We have now completed the procedures
required to enable connection to your Work Desktop PC.

We can now move onto the section which deals with configuring your Home PC
to access your Work PC via the MSD IT VPN service.
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2. Windows 7 Home PC

Part A: Setting up the VPN software

e [f you have not already done so, download and install the Cisco AnyConnect VPN Client
from the University of Oxford IT Services Registration pages at:

https://register.ox.ac.uk

Log in with your Single Sign On (SSO) username/password and select ‘Software’, then
‘VPN Client’ from the links provided. Download the Windows 7 client and install it; this
client is preconfigured for use with the University of Oxford VPN Service but you must use
the MSD IT VPN service for RDP sessions.

¢ Once installed, start the Cisco AnyConnect VPN Client:

Start > Programs > Cisco > Cisco AnyConnect VPN Client > Cisco AnyConnect VPN Client

e Make sure the ‘Ready to connect’ box contains:

vpnl.imsu.ox.ac.uk

...as shown:

r":jul Cizco AnyConnect Secure Mobility Client ]
———

"

VP
Ready to connect,

vpnLimsu.ox.ac uk|

...then click on ‘Connect’



Making a secure remote Desktop Connection. 2.0

e Next enter your Novell account details in the ‘Username:’ and  Password:” boxes:

Password: :t*::t*::t*‘

...then click ‘OK”
Once a successful connection has been made, the VPN Client will minimise itself to the

System Tray (bottom right hand corner of the desktop.)

Part B: Setting up the Remote Desktop software and connecting

e (o to Start > All Programs > Accessories > Remote Desktop Connection

I Accessories
| Calculator
&% Command Prompt
@ Connect to a Network Projec Computer
S Connect to a Projector b
=1 Getting Started
# Math Input Panel Devices and Printers
i Notepad I
&l Paint
% Remote Desktop Connection Help and Support
i Run Remote Desktop Connection
&}, Snippil Use your computer to connect to a computer that i
1. sound elsewhere and run programs or access files.
. Sticky Notes
@ Sync Center
= Windows Explorer
WordPad =

Control Panel

Default Programs

4 Back

\ Search programs and files P




Making a secure remote Desktop Connection. 2.0
e Type in the IP address of your Work Desktop PC (we will use ‘129.67.155.131” as an
example here)

e Enter your MSD IT Services Network/Novell username and then click ‘Connect’ as
shown in the box below:

i — T a N
Rg') Remote Desktop Connection = | é]

| Remote Desktop
<) Connection

General | Display | Local Resources | Programs | Experience I Mvancedl

Logon settings
F-L-I Enter the name of the remote computer.
ha

Computer: 129.67.155.131 b

Username:  msdit_usemame

You will be asked for credentials when you connect.

[ Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

| Save | [ Save As.., ] [ Cper... ]

{# Dptions [ Connect ]| Help ]

¢ You should then receive a message like this:

5 Remote Desktop Connection = &

L2 Remote Desktop Connection

? Mu&ﬂhdﬂnm—lem‘um-ﬂbevwﬂed_[h
"%/ you want to connect anyway?

The remate computer could not be authenticated due to problems with its
security cerificate. t may be unsafe to proceed.

Certificate name
|5 Mamein the certfficate from the remote computer:
imspcd?
Certificate emors

The following erars were encountered while validating the remote
computer's certificate:

A The certificate is not from a trusted certfying authority.

Do you wart to connect despite these cerfficate emors?

[ Don ask me again for connections to this computer

[ WView cert:rficene... [ Yes

e Tick the box ‘Don’t ask me again for connections to this computer’ and then click

‘Yes’.
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e If you left your username logged in to your work PC, you will then be presented with
the following:

The specified Windows account is already logged in. If you continue to

log in with this account, you will connect to the existing session for this
account.

Do you want to continue to log in with this account?

Again select “Yes’ and you will finally be connected to your Work PC:

el

1321
07/03/2016

10
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Part C: Disconnecting from your Work Desktop PC

e Close down the RDC session (do not ‘Shutdown’ or ‘Log off” from your Work PC -
unless this is actually what you want to do), simply click on the ‘X’ on the top
central panel of the RDP Screen, titled with your Work PC’s IP address, eg:

T29.67.155.131

e Now close the VPN Session; in the System tray locate the Cisco AnyConnect icon,
right click on it and select “VPN Disconnect’:

Cisco AnyConnect Secure Mobility Client
* | VPN: Connected

Customize...

Open AnyConnect

v Show Connection Notices

VPt\gisconnect

About
Quit

Customize...

This will end your VPN session.

11



Making a secure remote Desktop Connection. 2.0

3. Windows 8/8.1 Home PC

Part A: Setting up the VPN software

e If you have not already done so, download and install the Cisco AnyConnect VPN Client
from the University of Oxford IT Services Registration Pages at:

https://register.ox.ac.uk

Log in with your Single Sign On (SSO) username/password and select ‘Software’, then
‘VPN Client’ from the links provided. Download the Windows 8 client and install it; this
client is preconfigured for use with the University of Oxford VPN Service but you must use
the MSD IT VPN service for RDP sessions.

e Once installed, start the Cisco AnyConnect VPN Client:
Charms > All Programs > Cisco > Cisco AnyConnect Secure Mobility Client
e Make sure the ‘Ready to connect’ box contains:
vpnl.imsu.ox.ac.uk

...as shown:

f§ Cisco AnyConnect Secure Mobility Client - & 0o

Ready to connect,
I wpn 1imsu.ox.ac. uk

...then click on ‘Connect’

e Next enter your Novell account details in the ‘Username:’ and ¢ Password:” boxes provided:

9 Cisco AnyConnect | vpnl.imsu.ox.acuk | X

Please enter your username and password.,

Group: | MsD v

: e I Cisco AnyConnect Secure Mobility Client =
Username: | medit_username |

Password: | e |

Please enter your username and password,

vpnl.imsu.ox.ac.uk Connect

| o || cenes |

...then click ‘OK’

12
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Once a successful connection has been made, the VPN Client will minimise itself to the

System Tray (bottom right hand corner of the desktop.)

Part B: Setting up the Remote Desktop software and connecting

e (Go to Charms > All Programs > Accessories > Remote Desktop Connection

e Type in the IP address of your work computer (we will use ‘129.67.155.131” as an

example here)

e Enter your MSD IT Services Novell username and then click ‘Connect’ as shown in the

box below:

L) Remote Desktop Connection - &

| Remote Desktop
¢ Connection

General | Display | Local Resources | Programs | Bxperience | Advanced

Logon settings
¥ L Enterthe name of the remote computer.
2

-

Computer: 125.67.155.131 b
Username: |medit_usemame

You will be asked for credertials when you connect.

[] Allow me to save credentials

Connection settings
Save the cument connection settings to an ROF file or open a
| saved connection,

Save Save As.. Cpen...

(« Hide Options Connect _Heip
e  You should then receive a message like this:

) Remote Desktop Connection = =

% Remote Desktop Connection n

\f" The identity of the remote compuler cannot be verfied. Do
A you want to conned anyway?

The remote computer could not be suthenticated dus to problems with its
security certficate. k may be unsafe to proceed.

Certificate name

53] Name i the cortiicate from the remote computer:
mspcd7

Certificate emors

The following emors were encountered while vaidating the remote
computer's certificate:

(1, The cesficate is not from & trusted certfying suthorty.

Do you want to connect despite thase certficate emors?

~] Dont ask me again for comnections to this computer

Veew cerficate Yes - NO

13
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e Tick the box ‘Don’t ask me for connections to this computer’ and then click ‘Yes’.

e If you left your username logged in to your work PC, you will then be presented with
the following:

The specified Windows account is already loggedin. If you continueto
log in with this accaunt, you will connect to the existing session for this
account.

Do you want to continue to log in with this account?

e Again select ‘Yes’ and you will finally be connected to your Work PC:

s ||
03032016 ||

*_f;] i

14
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Part C: Disconnecting from your Work Desktop PC

e Close down the RDC session (do not ‘Shutdown’ or ‘Log off” from your Work PC -
unless this is actually what you want to do), simply click on the ‘X’ on the top
central panel of the RDP Screen, titled with your Work PC’s IP address, eg:

e Now close the VPN Session; in the System tray locate the Cisco AnyConnect icon,
right click on it and select “VPN Disconnect’:

| Cisco AnyConnect Secure Mobility Client
% ¥ VPN: Connected

Customize...

Open AnyConnect
Show Connection Notices

I VPN Disconfgct
wy

About

P Quit
@ 6.

Customize...

This will end your VPN session.

15
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4. Windows 10 Home PC

Part A: Setting up the VPN software

e If you have not already done so, download and install the Cisco AnyConnect VPN Client
from the University of Oxford IT Services Registration Pages at:

https://register.ox.ac.uk

Log in with your Single Sign On (SSO) username/password and select ‘Software’, then
‘VPN Client’ from the links provided. Download the Windows 10 client and install it; this
client is preconfigured for use with the University of Oxford VPN Service but you must use
the MSD IT VPN service for RDP sessions.

e Once installed, start the Cisco AnyConnect VPN Client:
Start> Cisco > Cisco AnyConnect Secure Mobility Client
e Make sure the ‘Ready to connect’ box contains:
vpnl.imsu.ox.ac.uk

...as shown:

f§ Cisco AnyConnect Secure Mobility Client - & 0o

Ready to connect,
I wpn 1imsu.ox.ac. uk

...then click on ‘Connect’

e Next enter your Novell account details in the ‘Username:’ and ¢ Password:” boxes provided:

9 Cisco AnyConnect | vpnl.imsu.ox.acuk | X

Please enter your username and password.,

Group: | MsD v

: e I Cisco AnyConnect Secure Mobility Client =
Username: | medit_username |

Password: | e |

Please enter your username and password,

vpnl.imsu.ox.ac.uk Connect

| o || cenes |

...then click ‘OK’

16
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Once a successful connection has been made, the VPN Client will minimise itself to the
System Tray (bottom right hand corner of the desktop.)

Part B: Setting up the Remote Desktop software and connecting
e (o to Start > Windows Accessories > Remote Desktop Connection, then select ‘Show
Options’ in the bottom left hand corner

e Type in the IP address of your work computer (we will use ‘129.67.155.131” as an
example here) and your MSD Network username, then click Connect

B Remote Desktop Connection — >

| Remote Desktop
~>¢< Connection

Gereral  Digplay Local Resources  Experence  Advanced

Log-on settings
. L Enter the name of the remote computer.
e

Computer:  |129.67.155.131 v

|lzemame: |msd_ne‘twnrk_usemame |

You will be asked for credentials when you connect.

[ ] Allow me to save credentials

Connection settings

Save the cument connection settings to an ROFP file oropen a
i saved connection.

Save Save A= . COper...

< Hide Options Help

e  You should then receive a message like this:
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5 Remote Desktop Connection =
‘,‘

S

Remote Desktop Connection ﬂ

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenficated due to problems with it
securtty cerficate. & may be unsafe to proceed.
Cesificate name

al  Name in the certficate from the remote computer.

mspcd7

Cerficate emors

The following emars were encourtersd while vaidating the remote
computer's cerificate:

The cedificate is not from a trusted certfying suthority

Do you wank to connect despie these cerficate emors?
| Dont ask me again for conneclions to this computer
View certiicate.

- o

Tick the box ‘Don’t ask me for connections to this computer’ and then click “Yes’.

If you left your username logged in to your work PC, you will then be presented with
the following:

@

The specified Windows account is already logged in. If you continue to

e [fyou hadn’t left your remote computer logged in and you need access to your network
drives, you can now log into the network
[ ]

If you see a large letter ‘N’ in the system tray:

18
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5:31
0/2018

OESLogin... — enm i

QES Connections.,..

OES Map Metwork Drive...
Dhsconnect Metwork Drive..,

OES Utilities

User Administration for IMSU

Browse To

Configure Systemn Tray lcon...
Update Client

Client Documentation and Help

Client Properties...
v} 1 C]))

26/10/2018

You can then log in to see your network drive:

19
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L Client for Open Enterprise Server Login e

Network

L ]
c I I e n t " Micro Focus Open Enterprise Server

Lizername: | | |

Password; | |

Cancel | |Advanced >>

Part C: Disconnecting from your Work Desktop PC

e (lose down the RDC session (do not ‘Shutdown’ or ‘Log off” from your Work PC -
unless this is actually what you want to do), simply click on the ‘X’ on the top
central panel of the RDP Screen, titled with your Work PC’s IP address, eg:

e Now close the VPN Session; in the System tray locate the Cisco AnyConnect icon,
right click on it and select “VPN Disconnect’:

Cisco AnyConnect Secure Mobility Client
VPN: Connected

8;
<3

Customize...

20
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Open AnyConnect
IZ' Show Connection Notices

| VPN Disconpect
Ly

About

Customize...

This will end your VPN session.

21



Making a secure remote Desktop Connection. 2.0

5. Apple Mac OS X 10.11 or 10.10 Home PC

Part A: Setting up the VPN software

e To configure the Apple OS X native VPN client, from System Preferences (either
from the Dock or the Apple Menu) select Network:

aference
Show All
- & B B @ [ O
Hew | X I
= L]
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
Displays Energy Mouse Trackpad  Printers & Sound
Saver Scanners
= & N —
B O @ 0 ©
iCloud Internet Network  Bluatooth Sharing
Accounts
R » @ ¢ G 2 @ @
) O =) e &3
Users & Parental App Store  Dictation  Date & Time  Startup Time Accessibility
Groups Controls & Speach Disk Machine

e In the Network Control Panel click on the ‘4 symbol in the lower left hand corner
to add a new network connection:

Location: | Automatic =

Ethernet ]

O nnectec & Status: Not Connected
— None of the member interfaces are

o Wi-Fi 2 connected. Click Advanced for details.
@ USBGi..thernet 3 Configure IPvé: | Using DHCP )
® EireWire IP Address:

o N Subnet Mask:
@ Bluetooth PAN 0

Not Connected 4 Router:
@ <nnu> DNS Server:

Search Domains:

+ [~ |der | Advanced... | (7)

Assist me... Revert Apply

22
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e From the pull down ‘Interface:’ list, select VPN:

Network
Select the interface and enter a name for the new service.
4 Interface v Thunderbolt Bridge l
° Ethernet Thunderbolt 1 =
Connected Service Name  Bluetooth PAN Il
5 ted.
@ FireWire Wi-Fi e
Not Connected FireWire l
Ethernet
@ Wkl = 2 <
@ Bluetooth PAN PPPoE
Not Connected 6to4
D
- N7 Router:
DNS Server:
Search Domains:
Advanced... 2
+ = g :
Assist me... Revert Apply

e Then from the ‘“VPN Type:’ list select ‘Cisco IPSec’ and give the service a name (in
the example below, ‘MSD IT Services VPN’), then click the ‘Create’ button.

Select the interface and enter a name for the new service.

Interface: VPN
B

VPN Type: Cisco IPSec

Service Name: 1MSD IT Services VPN

e You will now see the new service in your list of Network services (shown below as
‘MSD IT Services VPN Not Connected’):

® < it Network Q Search
Location: = Automatic B
D
N7 Status: Not Connected
-
L] EljuettootthAN 9 Server Address:
@ Thunde...t Bridge /.. Account Name:
Not Connected N 7
Password:
MSD IT...ice VPN Q
® ot Connected N Connect on demand
Authentication Settings...
Connect
Show VPN status in menu bar Advanced... T
S i 2
Assist me... Revert Apply

23
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e It now needs to be configured for access. Click on the ‘Authentication Settings...’
button; you will see the screen below, in the ‘Shared Secret:” box enter:
Medicine
[ ]

in the ‘Group Name:’ box enter:
MSD

Machine Authentication:
© Shared Secret:  seeseses
Certificate

Group Name: MSD

Cancel

...then click ‘OK’

Next make sure you enter:

vpnl.imsu.ox.ac.uk

in the ‘Server Address:” box

You can also add your MSD IT Services Novell username; we would NOT
recommend adding your password at this stage.

[ ] < Network Qs
Location: = Automatic k2
@ Ethernet ZN
Connected N7 Status: Not Connected
B
Ll =
[+] Bluetooth PAN 9 Server Address: vpnl.imsu.ox.ac.uk
Thunde...t Bridge /. Account Name: msdit_username
® 1ot Connacte <y
Password:
N Connect on demand
Authentication Settings...
Connect
Show VPN status in menu bar Advanced... ?
+ | — |[¥¢v

Assist me... Revert Apply
e

24
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e Tick the box ‘Show VPN Status in menu bar’. Once all these changes are made
click on the ‘Apply’ button to save them. You will now see a new icon in the Status
Menu bar (near the top right) as shown below:

i ©(@) < A o) S Mon11:47

e You can use this to pull down the options menu to select ‘Connect’, once connected
successfully a counter to the right of the icon may start counting up the connection
time, if you have enabled this option.

Part B: Setting up the Remote Desktop software and connecting

e Open ‘Remote Desktop Connection’ either from the Dock or via Go > Applications
> Remote Desktop Connection, and in the ‘Computer:’ box type the IP address of
your work PC (we will use ‘129.67.155.131” as an example here) as shown below:

(@] Remote Desktop Connection

% Remote Desktop Connection for Mac

{

Computer: | 129.67.155.131| | | Connect
(Examples: MyPC, name.microsoft.com, 192.168.2.8)

e You will then be presented with another dialog:

Remote Desktop Connection

Enter your credentials

These credentials will be used to connect t0 129.67.143.54.

User name: | msdit_username

Password:

Domain: | 129.67.155.131

Add user information to your keychain

e Enter your Novell User name and Password (leave the domain field blank) and click
‘OK”’
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You should now have a Remote Connection to your work desktop:

® () 129.67.155.131

.., Du
=0 0306

Part C: Disconnecting from your Work Desktop PC

e To disconnect the remote connection, simply close RDC.

File Edit View Help
About Remote Desktop Connection ot

Preferences... 38,
< Services | S
| Hide RDC 3H
Hide Others N #EH
Show |
| Quit RRC ®Q
e

e Now click on the VPN icon in the Apple Menu and select ‘Disconnect’

YAG) @ § <O A W) 5§ Mon 12:59
Disconnect MSD IT Service VPN 00:01:14

MSD IT Service VPN
v Default

Show Time Connected
v Show Status While Connecting

Open Network Preferences...

You are now disconnected from your Work PC.
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6. Ubuntu 14.04 Home PC

This guide has been compiled using Ubuntu 14.04 ‘Trusty Tahr’; other flavours of Ubuntu (and
indeed linux) may vary.

Ubuntu offers the opportunity to use an inbuilt (with a plugin installation) VPN Client or the
Cisco AnyConnect VPN Client. We deliberately skirt the issue of installation of the
AnyConnect Client here and recommend using the native VPN client on 64-bit Ubuntu - unless
you find solving multiple dependency issues an enjoyable challenge.

Part A: Setting up the VPN software

(i) Native VPN Client

e Firstly you need to install the native Ubuntu Cisco Compatible VPN ‘plugin.” Go
to the Ubuntu Software manager, type in vpnc and highlight ‘Cisco-compatible
VPN Client’ and select ‘Install’

Ubuntu Software Centre

All Software ByRelevance v
Cisco-compatible VPN client & % %% = {11)
vanc

[ vorewo |

KVpnc
GUI For various VPN clients

M

If you can’t find this in the Ubuntu Software manager, open a terminal and type
sudo apt-get install network-manager-vpnc

and press Enter. Provide your password when prompted and allow apt-get to
install the necessary software.

e Once installed, go to the Network Manager near the top right hand corner (the
& icon) and select “VPN Connections’ then ‘Configure VPN’:

Configure VPN...

¥ Enable

Connection Information
Edit Connections...
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e Then from the Network Connection box click ‘Add’ and from the drop-down
box scroll down to ‘Cisco Compatible VPN (vpnc)’ and select it:

= [ Name Last Used « Add
» Ethernet
» Wi-Fi
Close

@ Choose a Connection Type

Select the type of connection you wish to create.

IF you are creating a VPN, and the VPN connection you wish to create does not
appear in the list, you may not have the correct VPN plugininstalled.

Ethernet =

Cancel Create...

e Once selected click on the ‘Create’ button to configure the client:

Name Last Used = Add
b Ethernet
> Wi-Fi

Close

@ Choose a Connection Type

Select the type of connection you wish to create.

If youare creating a VPN, and the VPN connection you wish to create does not
appear in the list, you may not have the correct VPN plugininstalled

Cisco Compatible VPN (vpnc) -

Compatible with various Cisco, Juniper, Netscreen, and Sonicwall [Psec-based VPN
gateways.

Cancel Create

¢ In the Connection Name field enter something like ‘MSD ITS VPN’; for the

other boxes:
Gateway: = vpnl.imsu.ox.ac.uk
User name: = Your MSD IT Novell username
User password: = Leave blank

(select ‘Always Ask’ from the menu options)
Group name: =MSD
Group password: = Medicine

(select ‘Save’ from the menu options)
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Connectionname: | VPN connection 1
General | VPN | IPv4 Settings

General

Gateway:

User name:

4

User password: Always Ask
Group name:

Group password: Always Ask -

| show passwords

| Use hybrid authentication

Advanced...
Export.. Cancel Save

e Then click ‘Save’ and close all the windows
e To connect, select the VPN Service you created from the list in the Network

Manager in the top right hand corner; you will be asked to enter your MSD ITS
Network/Novell account password, as shown below:

X Authenticate VPN

© You need to authenticate to access the
Virtual Private Network '"MSD ITS VPN'.

Password: ||

Show passwords

Cancel OK ‘

e Once this is done you should now have established a VPN connection to the
MSD Network.
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(ii) The Cisco AnyConnect Secure Mobility Client

e If you have not already done so, download and install the Cisco AnyConnect
VPN Client from the University of Oxford IT Services Registration Pages at:

https://register.ox.ac.uk

Log in with your Single Sign On (SSO) username/password and select
‘Software’, then ‘“VPN Client’ from the links provided. Download the ‘Client for
Linux’ and install it; this client is preconfigured for use with the University of
Oxford VPN Service but must use the MSD ITS VPN service for RDP sessions

e Once the Cisco AnyConnect VPN Software has been downloaded and installed,
start the Cisco VPN Client from the Ubuntu Search Box:

%4 Ubuntu 18~ 32 oit [Running] - Uracie VM Virtualliox

® cisco

lii Applications

@ Weather

The
Weather
Channel

M More suggestions

. “ -

3.
=
"
B
B
"
2
L]

o]

Hint: Right click on the Cisco Icon and select ‘Lock to Launcher’ for future use.

Cisco Anyconnect Secure Mobility Client

Lock to Launcher
Quit

30



Making a secure remote Desktop Connection. 2.0

Once started up, you can configure it as you would the Windows and Mac
versions, as shown below:

X Cisco AnyConnect Secure Mobility Client

%, Connection | @ Statistics | & About
i
CIsco
Connect to: = e
% Connect |
Ready to conneck.

Enter vpnl.imsu.ox.ac.uk in the ‘Connect to:” box:

Cisco AnyConnect Secure Mobility Client

% Connection | @ Statistics | & About

vl
Cisco

Connect to: vam.imsu.ox.ac.uk A

%

| ?%‘(Cnnnegt |

Ready to connect.

Then enter your Remote Access Account username and password in the
appropriate boxes and click ‘Connect’.

) Cisco AnyConnect Secure Mobility Client

| %, Connection | @ Statistics | @ About

afiat ]
CIsco

Connectto: | vpni.imsu.ox.ac.uk v | |

Group: MSD v

Username: H

Password: |

‘ . Conneck |

Please enter your username and password.
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e Once a successful connection has been made, the client will minimise itself to the
Launcher. To check your ‘Connection Status’, click on the ‘Cisco AnyConnect
Secure Mobility Client’

Cisco Anyconnect Secure Mobility Client

e You can then see the connection details as shown below:

D Cisco AnyConnect Secure Mobility Client

%, Connection | @ Statistics | & About

Cisco
Connection State: Connected
Client Address (1Pv4): 10.0.102.61
Server Address: 163.1.202.250
Client Address (IPv6): Not Available
Bytes Sent: 372
Bytes Received: 1931
Time Connected: 00:01:13

|2 Details...

Connected to vpni.imsu.ox.ac.uk.

Part B: Setting up the Remote Desktop software and connecting
o Install (if not already present) the Remote Desktop software called ‘Remmina’ - This
can be done from the ‘Ubuntu Software Centre’
¢ Once installed, from the Ubuntu Search box type:

Remmina

and click on the ‘Remmina Remote Desktop Client’ application icon:
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®
L HE remmina

E fii Applications

Y
Remmina Remote
Desktop Client

= @ Searchin
2

This will open Remmina in the Launcher

(Tip: Right Click on the Remmina icon and select ‘Lock to Launcher’ for later use)

Create a New Connection Profile

Start Remmina Minimised
Remmina Remote Desktop Client

Lock to Launcher
Quit

e Once Remmina is open on the desktop, click the ‘Create a new remote desktop file’

button (the icon with a green # symbol):

' Remmina Remote Desktop Client
' = ugs
N H . s

Create a new remote desktop file [IECNCS

Total Oitems.

e On the ‘Basic’ tab:

Profile

Name Quick Connect

share folder
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...give the Profile a name like “Work Desktop’ and fill in the fields as shown below:

Server: IP address of your Work PC
User name: Your MSD IT Network/Novell username

> Remote Desktop Preference

Profile
Name Work Desktop

<

Group

Protocol | 4> RDP -Remote Desktop Protocol v

@Basic | @Advanced @ SSH

Server 129.67.155.131 v

User name msdit_username

Password
Domain

Resolution @ Use client resolution

Custom 1280x960 v
Colour depth | True colour (32 bpp) v
share folder [~ None| .
Default Save Cancel Connect

e In the ‘Advanced’ tab you can change the video Quality setting, from fastest to
slowest as necessary:

! g
7/
Name + Group | Server

- Remote Desktop Preference

Profile

Name | Workdesktop

Group

Protocol | @ RDP-Remote Desktop Protocol -

@sasic @advanced G ssH

Quality Poor (fastest)
Medium
| Sound
Good
Security Best (slowest)
Client name

Start-up program

Startup path
Share local printers " Disable clipboard sync

[ ] Attach to console (Windows 2003 / 2003 R2)

Default Save Cancel Connect

e (lick on the ‘Connect’ button and enter your MSD IT Services Network/Novell
Account password. The very first time you connect you will see a dialog similar to
the one below:

Connecting to 'WorkDesktop'...

Certificate Details:
Subject: CN =imsvpc2k
S Issuer: CN =imsvpc2k
’ Fingerprint: ef:35:93:1d:ef:ab:06:ce:c6:e7:58:0e:1d:81:a2:68:e6:c2:a9
Accept Certificate?

Cancel OK
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e C(Click OK
e If you left your username logged in to your work PC, you will then be presented with
the following:
5

The specified Windows account is already logged in, If you continue to

e
Ig lag inwith this account, you will connectto the existing session for this
account.

Do you want to continue to log in with this account?

e C(lick “Yes’ and your Remote (Work PC) Desktop will be displayed.
me--m (@ =K% &l

&> Work Desktop %

12:57
08/03/2016
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Part C: Disconnecting from your Work Desktop PC

e To disconnect simply click on the ¥on the tab for the name you saved the
connection as (in this case “Work Desktop’):

E]‘ 4@» v f @ v ﬂ]

&> Work Deskto co

Recycle Bin

e Then disconnect the VPN Connection, either via the Network Manager > VPN

Connections > Disconnect, or via the Cisco AnyConnect client, whichever was used.

The MSD IT Services Team.

36



