MSD IT High Compliance system

Access information

The MSD IT High Compliance system is a service for Clinical Trials Units (CTUs) and Medical Division
Departments or Units who need to securely access critical applications, and manipulate and store very
sensitive data.

Using a Remote Desktop Connection, users gain access to a virtual desktop that runs on a Windows server.
Only the video display is transmitted on the network. The data stays on the server, and the applications and
programs run on the server.

The system is not intended as a repository or archive of sensitive data. The primary purpose is to allow
people to manipulate sensitive data as required by regulatory bodies.

This document contains information on how to access the new system.

First, users will have to register to obtain a username and a password, and their application will need to be
authorized by their group leader.

Remember that the top priority is SECURITY.

Login from Windows 10

Click on the Start button. In the Search box, type Remote Desktop Connection, and then, in the list of
results, click Remote Desktop Connection.

When you first login, you will have to enter:

e the computer (server) name, your username and your password (as communicated to you). The
username will need to be entered as : username@DSFW (where username is replaced by your real
username)

e if you get an error saying "The identity of the remote computer cannot be verified. Do you want to
connect anyway?" you can safely accept if the certificate name ends with dsfw.net

The first-ever login might take about a minute before you can start working. The subsequent logins will only
require you to enter your password, and should proceed more rapidly. You can create a shortcut for the
Remote Desktop Connection client and save it on your desktop. Your Local IT support Officer can assist you
with this if necessary.

Please change your password the first time you connect to the system. Your password is pre-expired and
you will not be allowed to login with this initial password for more than 14 days.

To change your password:

e |ogin to the Remote Desktop Connection

e click on the Start button --> Settings --> Windows Security --> Change password

e C(Click on the button representing your username, then put your old password, your new password
(twice), click on the arrow pointing to the right. In the next window, you can click on the "Password
Policy" button to review the password policy, or on the "OK" button to confirm the change you
have made.



Login from Windows 7

Click on the Start button --> All Programs --> Accessories --> Remote Desktop Connection
When you first login, you will have to enter:

e the computer (server) name, your username and your password (as communicated to you). The
username will need to be entered as : username@DSFW (where username is replaced by your real
username)

e if you get an error saying "The identity of the remote computer cannot be verified. Do you want to
connect anyway?" you can safely accept if the certificate name ends with dsfw.net

The first-ever login might take about a minute before you can start working. The subsequent logins will only
require you to enter your password, and should proceed more rapidly. You can create a shortcut for the
Remote Desktop Connection client and save it on your desktop. Your Local IT support Officer can assist you
with this if necessary.

Please change your password the first time you connect to the system. Your password is pre-expired and
you will not be allowed to login with this initial password for more than 14 days.

To change your password:

e |ogin to the Remote Desktop Connection

e click on the Start menu --> Settings --> Windows Security --> Change password

e Click on the button representing your username, then put your old password, your new password
(twice), click on the arrow pointing to the right. In the next window, you can click on the "Password
Policy" button to review the password policy, or on the "OK" button to confirm the change you
have made.

Login from Macintosh

The Remote Desktop Connection client needs to be at least version 2.1.1

This client is included in the package Microsoft Office for Mac. Alternatively, it can be downloaded from the
Mac App Store.

On a Macintosh, start the Remote Desktop Connection client,
When you first login, you will have to enter:
e the computer (server) name, your username and your password (as communicated to you). The
username will need to be entered as : username@DSFW (where username is replaced by your real
username)

The subsequent logins will only require you to enter your password.

Please change your password the first time you connect to the system. Your password is pre-expired and
you will not be allowed to login with this initial password for more than 14 days.


https://itunes.apple.com/us/app/microsoft-remote-desktop/id1295203466?mt=12

To change your password:
e |ogin to the Remote Desktop Connection
e click on the Start menu --> Settings --> Windows Security --> Change password
e Click on the button representing your username, then put your old password, your new password
(twice), click on the arrow pointing to the right. In the next window, you can click on the "Password
Policy" button to review the password policy, or on the "OK" button to confirm the change you
have made.



